Broadband Technical Support Guide

This guide will take you through the diagnostic checks you can make prior to contacting the service
desk.

Tools

Searching Methods

Within the Gamma portal there are multiple ways of searching to find the circuit you need, you can
do this by either using the Gamma search or the Service Management page.

Gamma Search

Step 1

Go to the landing page on the Gamma Portal and look for the widget named “Gamma Search”


https://gamma-academykb.com/docs/broadband/broadband-technical-support-guide/

Welcome, Tom

DEFAULT TOM + ADD

Q Gamma Search A

Enter a CLI, IP address, Inbound company name,
Endpoint or support call ID to search for any available
information:

X Please enter something

E

Step 2

Now you can enter your search criteria as stated in in the Gamma Search “Enter a CLI, IP address,
inbound company name, Endpoint or support call ID to search for any available information”

Step 3

After you have searched you will be taken to another page that will show you the results, note there
is also an advanced search that will give you some more options if you want to narrow down your
search.



Welcome to Gamma search! This allows you to search for services and numbers within Gamma. To search simply enter a valid search term into the simple search box and press search. If you want to look at specific
numbers or sets of numbers the advanced button wil give you a set of options to find spetific products, end points and numbers within ranges

Simple search terms supported:

CLI
o a Broadband or SIP product
Search for an Inbound company by name

- CLI rch for a spec
= |P: Search for an IP rel
« Inbound company name:

o ‘our WLR Numbers can be managed separately via the WLR Portal

Go to the WLR Portal

Search term: * [ ! l a

o come

*You searched for the term:92.207.154.232
We found 1 numbers matching your criteria.

Broadband- 01616848310 - Click here for details

Number Details
Number: Product:
Partner Account: KK - Gamma Test 1 - 44000168 Broadband Service 1D:
IP Address: Status: | Actve |
Broadband Product: FTTC 80:20

1 Next

Broadband Service Management

Step 1
Go to Provisioning & Management> Data Services> Broadband> Service Management

Within this search table you won'’t need to enter a partner account but please note that this may
result in the search taking slightly longer, you can use any of the fields to search for a circuit based
on what information you have, on the below screen shot I we have searched just using the IP
Address and the result has shown.



From here you will be able to use the Actions tab to perform a number of related tasks for this
circuit.

Broadband Order & Service Management

Partner Account: Any Account. v

Order ID: Service ID:

CLI/ ONT Ref / ALID: Broadband Category: (Any) b
Customer Name: Site Postcode:

IP Address: CPE Username:

IP Address Option: ( (Any) ~ Q Service Status: {Any) hd
Order Status: (Any) “ Max Results Returned: User default (100) \.
Records Per Page: User default (10)

& Download ~ Showing 1to 10 of 104

OrderID  Service ID  Channel Partner Broadband Product Circuit Status CLIONT Ref/ALID  Customer Name Postcode Actions

=

Session Status

The most basic tool that is available, and one that is used as a part of 1st line triage, is the Session
Status tool. You can view the current session status of a customer, whether online or offline.

Step 1

In the Gamma Portal go to Provisioning > Broadband > Service Management. Find the customer in
question using the filters provided and then click on the Service ID link:



il e S W g LIRS SV e NUMBER PORTING ~ REPORTING  BILLIN

Carrier ¥

Contact Management WEICﬂmE bHCk
Mew Order

Hosted Etnemet * Onder Manegement

Imbound Service Management

Maobile Fault Management
Cutbound Product Suitability Check > View all support ca

Gamma Migrations

Voice Connectivity Product

Broadband Service Management

Partner Account:
cLE: # Service ID:
Service Status: (Any) v Broadband Category:
Customer Name: Site Postcode:
IP Address: CPE Username:
Records Per Page: User default (10) v Max results returned:
X Resst Q  Search
& Downln | -
Service ID Channel Partner Broadband Product Service Status cu
144610 Gamma Unlimited Business 2+ =D D1€
Step 2

The below screen is seen. In this case the user is clearly offline, there is no PPP session established

with our servers.

Ay}

User default (100)

Customer Name

Showing 1 to 10 of 100



Broadband Service Details

Basic Service Details

Service ID: 144610
CLI: 01618728937

Gamma Unlimited Business 2+

[ acine ?
 ormine |
Product Details

Standard Care

Broadband Product:

Service Status:

Session Status:

Care Level:

Router Model: Supplied By Customer
DSL Username: 01618728937 @b2bds|
DSL Password: AhtwzFveT4

188.66.72.227

WAN IP Address:

Service History

Live Date:

Changed Date:
Changed Summary: Mew Fault Journey Started

Ceased Date:

Ceased Type:

Step 3

Routed IP Address Details

Routed IPs: MNone
Subnet:

Subnet Mask:

Network Address:

Broadcast Address:

Address Start:

Address End:

Related Order Detail

Order ID:

Requested Date:

MAC:

Expiry date:

Supplier Request Status:

This may be because the order has not completed. Click on the ‘View Order’ button where you will
be able to see the order status of this circuit. You can click the View Service button to return to the

previous page.



Broadband Order Details

Basic Order Details

Service Details

Order ID: TET4H Service Status: Active
Order Status:
 Compite Session Status: =3
Order Raised Date: 07042016
Customer Required Date: 14042016 . _
Order Completion Details
BT Customer Promised 14/04/2018
Date:
Order Completion Date: 14/04/2018
MAC Key:

Order Rejection Date:

MAC Key Expiry Date:
Rejection Reason:
Broadband Product: Gamma Unlimited Business 2+
Rejection Comments:

BBAC Check Performed: s

Simultaneous Provide: Mo

Customer Router Order Status

Combined Order
Reference:

Courier Consignment
PSTN Activation Date: Number:

Cancellation Date: Courier Status:

Cancellation Reason: Dispatch Date:

Cancellation Comments:

Fault Diagnostic Tool and RADIUS Reports

This tool allows you to run key diagnostic tests for each of your users. It also provides information on
support calls and service requests against a user’s broadband and PSTN line (if it is with Gamma).
Integrated into this tool are a set of RADIUS reports which you can run for diagnostic purposes.

By automatically running several operations and queries (simultaneously and at speed), providing a
set of high-level results returned and displayed in a simple and clear format, this tool helps you
quickly identify where a customer reported problem may lie. The tool not only gives you the visibility
of all the key RADIUS information you need, but more importantly, with a single click of the mouse it
does the same amount of work that a support operative could need up to 3-4 minutes to complete.
Where you need to drill down for more information, the tool allows you do this as well. It also shows
if there are any support cases open, or cases that have been open in the last 30 days, against not
only the DSL service, but also the underlying (Gamma) PSTN line.

To operate the tool, go to the main portal menu tab ‘Broadband’ >> ‘Broadband Service
Management’. Now find the subscriber you wish to diagnose. Click on the ‘Fault Diagnostics’ link at



the bottom right of the screen and this will trigger a series of processes / tests the results of which
are then displayed on the screen.

| Change Password

Configure rDNS
Diagnose Fault
Diagnose Fault (Advanced)

| Disconnect Service

Fault Diagnostics

| KBD Express
Line Profile Summary
| Ping IP Address
Regrade Service
| Request Cease
Suspend Service
| Update Email Preferences
| Update Routed IPs

Usage Report

| View
|

You need to understand the meaning of the following icons to work with the tool.

x'f.-

- Test passed.

®
- Test failed.

- Service status warning.



X

- provides helpful information about the test that has been run.

Once you have used this tool a few times you will be able to quickly scan the page, and using the
icons, know how to pin-point a potential issue quickly.

Ping Test

Ping is a network administration utility used to test the ‘reachability’ of an endpoint and to measure
the round-trip time for messages sent from an originating host to an end point. Ping operates by
sending Internet Control Message Protocol (ICMP) echo request packets to the target end point and
waiting for an ICMP response. In the process it measures the time from transmission to reception
(round-trip time) and records any packet loss. The results of the test are provided in a statistical
summary of the response packets received, including the minimum, maximum, and the mean round-
trip times.

A Ping Test is an excellent tool to determine if there are certain issues with a subscriber’s service. It
can be used to show if the subscriber’s line is reachable and can also be used to indicate potential
quality issues such as latency and packet loss. It is not a definitive test, but it should be used in
conjunction with the other tools provided.

Please note- For Ping Tests to work the end-point router must be enabled for ICMP*

*If a router is configured in natted then IMCP will be enabled, if it is configured in routed then IMCP
will be disabled by default.

The first ping is typically much longer than the subsequent 3, as the first packet in a ping requires
an ARP request/response as well.

To operate, please go to the main menu tab ‘Data Services’ >> ‘Broadband’ >> ‘Broadband Service
Management’. You are then required to find the subscriber you wish to test against. Then click on
the ‘Ping Test’ link at the bottom right of the screen. You will be taken to the screen below:



|

Change Password

Configure rDNS

Diagnose Fault

Diagnose Fault (Advanced)
Disconnect Senvice

Fault Diagnostics

KBD Express

| Line Profile Summary
Ping IP Address

When you get to this page if you click the ping button then the results will show in the results box

below.

Ping IP Address

Basic Service Details

ServicelD:
CLI:

Current Broadband Gamma Unlimited Business 2+
Product:

Current Care Level: Standard Care

IP Details

IP Address:

oo (XD

First line Checks

Before you contact the support desk please ensure that you have completed the below checks for the

relevant fault.



**Please note that these tests only apply to ADSL & VDSL and do not apply to SOGEA and FTTP as
there is no voice component of the line to carry these tests out on. Skip these tests SOGEA & FTTP
circuits.

Preliminary WLR Tests

Check the physical phone line. To do this:

e Plug a telephone into the test socket, lift the receiver and listen for any audible noise

e Dial 17070 and press option 2, this will carry out a quiet line test

e Make a phone call and ensure the quality of the call is good

e If you own the line, carry out a WLR line test

No Dial Tone

e [s the router powered up?

¢ Are the router and associated cables connected correctly?

e Does rebooting the router resolve the problem?



e [s the underlying telephone line working ok? (see Preliminary WLR tests above)

e Plug in a phone and check that dial tone is present, and that there is no audible noise. (see
Preliminary WLR tests above)

e [s the sync light on the router (CD Light)?

e Is the PPP light on the router?

e Confirm if the customer has ever had a working service, if yes when was the fault first
experienced? And has anything recently changed on site? i.e. new cabling, other electrical
equipment?

e [s the router connected in the master socket? Has the internal wringing been eliminated?

¢ Does removing all other equipment from the line like analogue phones and fax machines solve
the issue? *



Please note: Gamma strongly recommends that equipment like fax, PDQs & alarms are kept on a
separate WLR line from broadband. These products and any others that use high frequency tones
will interfere with the connection and cause speed and connectivity issues.

Drop Calls

e Is the problem experience constantly or only at certain times of the day?

e Does the router lose sync when the calls are dropped? If so, how long for and how does the
user get sync back?

e [s the underlying telephone line is working OK? Plug in a phone - is dial tone present and no
audible noise? (see Preliminary WLR tests above)

e Is the router filtered properly? Does changing the filter help?

e [s the router connected directly to the master socket? Has local wiring been eliminated?

e Has all other equipment been removed from the PSTN line (phone and fax machines)?

¢ Are there any sources of electrical or mechanical interference near the router?



Poor Call Quality

¢ Describe the symptoms exactly and at which end experienced: crackling or popping; distorted
voice; intermittent silence; inaudible voice; echo on the line

e [s the problem experience constantly or only at certain times of the day?

e [s the underlying telephone line is working OK? Plug in a phone - is dial tone present and no
audible noise? (see Preliminary WLR tests above)

e [s the router filtered properly? Does changing the filter help?

e Is the router connected directly to the master socket? Has local wiring been eliminated?
e Has all other equipment been removed from the PSTN line (phone and fax machines)?
 Are there any sources of electrical or mechanical interference near the router?

e The following guides are to be used after the first line checks have been completed, by using
the contents table at the top of the page you will be able to select - Back to the top

Broadband Traffic Priority Policy



What is Traffic Priority

Gamma provides a high-quality broadband product for the business market. We aim to secure the
highest quality of service for business-critical applications during core business hours. Our network
identifies and will offer a priority service for business-critical traffic:

. N Peak Priority Status: Off-Peak Priority
Setivitvinpieation Mon-Fri 08:00-18:00 Status
Assured Services Level 3 Level 3
Business Services:
VPN
Email
Off-site Backup
Database
Surveillance Level 3 Level 3
Software Markets
Presentation
Trading
Remote Access (inc Terminal Services, SSH
etc.)
Internet Browsing Level 2 Level 3
Software updates Level 2 Level 3
Audio Streaming (Excludes VoIP) Level 1 Level 3
Video Streaming Level 1 Level 3
Music & Video downloads, P2P etc Level 1 Level 3

Priority Level settings:

Level 3: Business Critical Products & Services. These services are essential for business operations
and continuity, and as such are time sensitive, therefore will always take preference over non time-

sensitive or non-business critical services.




Level 2: Managed Products & Services. These are services which are not as time sensitive as those
in level 3 but will take priority over services which are not critical for the operation or continuity of
core business.

Level 1: Non-business critical traffic. These services are not classed as business critical or time
sensitive.

Why and how do we do it?

By identifying the different types of traffic in our network we can ensure that both business critical
and time sensitive products and services take priority over other traffic. This is done so that we can
provide our customers with a premium class of business connectivity during core business hours.

When is our Traffic Priority Service
deployed?

Our traffic priority service will be in use during core business hours - Monday to Friday 08:00 to
18:00. Outside of these times there will be no restrictions.



Shareband

Gamma provide a wires only broadband product and we manage our traffic accordingly to prioritise
business and time critical applications. Shareband deploys 3rd party bespoke CPE and proprietary
technology to enhance performance, typically by aggregating two or more ISPs. We cannot be held
responsible or support changes and issues with 3rd Party solutions.

Intermittent Connection

Intermittent connections can be caused by several factors - most commonly these are caused by
local equipment, however the fault can lie within BTs network.

Please note:

Before you start diagnostics, it is worth checking if there are any known outages in your area which
may affect the service.

Step 1

From the Gamma Portal, go to “Provisioning and Service Management”, “Data Services”,
“Broadband” and then select “Service Management”. Select the relevant account, and search for the
affected line using the one of the available search options available. Once you’ve found the line,
using the Actions menu select “Fault Diagnostics”.
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Step 2

The “Radius Session Map” will be the first screen displayed. If the relevant 15 minute segments are
green, this indicates that the line is not dropping connection and therefore the fault lies locally
within the customer’s network. Please check local equipment such as servers and switches etc.

If the relevant 15 minute segment is yellow or red, this shows that there could be an intermittent
fault and you should progress to the below diagnostics.

If the relevant 15 minute segment is red, this show that there could be a fault with the line and you
should progress to Step 4.



Historic Data Advanced Diagnostics Your Diagnostic Checks -

Current Connectivity Incident Status

Radius Session Status Map (Last 30 days)

The disconnections listed are indicative of the type of disconnection and do not indicate the cause of the disconnection

W Full  Part ®Mone

Hour

G-Jun
S-Jun
10-Jun
12-Jun
14-Jun
1G-Jun
18-Jun
20-Jun
22-Jun
24 Jun
26-Jun
28-Jun
a0-Jun
2-Jul
4 Jul

o
=3
T

Step 3

Look for patterns with the yellow and red segments. You're looking for regular drops at the same
time of day, or if the connection is dropping every ‘x’ number of hours. Do these drops tally up with:

Any local changes (roadworks etc)
Does something get switched on/turned off when the drops occur?

Does the customer have anything electrical local to the router which may be affecting the
connectivity such as buzzing power sockets or is the router sat on top of a server etc?

If any of the above are relevant try moving the router as far away from the source as possible to rule
out radio frequency interference. Please refer to the REIN and SHINE article which outlines devices



that could be the cause of the intermittent connectivity please click here if not, please progress to

Step 4.

Historic Data Advanced Diagnostics Your Diagnostic Checks -

Current Connectivity Incident Status

Radius Session Status Map (Last 30 days)

The disconnections listed are indicative of the type of disconnection and do not indicate the cause of the disconnection

W Full ~ Part ® MNone

Haour

G-Jun
S-Jun
10-Jun
12-Jun
14-Jun
158-Jun
18-Jun
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Step 4 (Only Applicable for ADSL)

Now check the xDSL stats, found under the “Current Connectivity Tab”. Scroll all the way to the
bottom of the page to see these stats.

We need to ensure that there are no HEC Errors or Errored Seconds. Upstream errors usually
indicate a fault with the customer’s equipment (run through Step 6-10). Downstream errors could
still be problems with the customer’s equipment or with the BT line. It is worth doing some

equipment checks before raising a fault.



xDSL Status Check

Downstream DSL Link Information Upstream DSL Link Information

Loop Loss 41 23
SHR Margin 9 23
Errored Seconds 0 0
HEC Errors 0 ]
Cell Count 352 152
Speed G464 448
Maximum 5table Rate (KBPS) REA6
Fault Threshold Rate (KBP &) 4556

Mean Time Between Errors Upstream (Seconds) 43200
Mean Time Between Errors Downstream (Seconds) 23300

Step 5

Check the physical phone line.

**+*Please note that this tests only apply to ADSL & VDSL and do not apply to SOGEA and
FTTP as there is no voice component of the line to carry these tests out on. Skip these tests
SOGEA & FTTP circuits**

To check the physical phone:

Plug a telephone into the test socket, lift the receiver and listen for any audible noise

Dial 17070 and press option 2, this will carry out a quiet line test

Make a phone call and ensure the quality of the call is good

If all of these checks are OK, proceed to Step 6.



If you hear noise or the line test fails, you should raise a fault with the line provider before further
diagnosing any broadband issues.

Step 6

Power off the router for 30 seconds, then power back on. This can be done by removing the power
supply.

You should then monitor your connection for any improvements. To refresh the data, click the
“Refresh Supplier Data” at the bottom of the screen. If the service has stabilised the issue has been

resolved.

If you are still experiencing an intermittent connection, please proceed to Step 7.
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Step 7

Connect your broadband to the NTES test socket and monitor. You should remove the faceplate of
your socket and connect your broadband to the socket as shown. This will bypass any internal wiring
issues. You should then monitor your connection for any improvements.

If the service has stabilised the issue has been resolved and the problem lies with internal wiring,
not the broadband.

If you are still experiencing an intermittent connection please proceed to Step 8.

If you are removing the faceplate of an SSFP for FTTC, you will need to add an external filter as the
filter is normally inside the faceplate.



Step 8

Change the filter.

Gamma routers come with 2 x micro filters, you should switch to the second or use a different one. If
the service has stabilised the issue has been resolved and the problem lies with a faulty micro filter.

If you are still experiencing an intermittent connection please proceed to Step 9.



Step 9

Try an alternate router on the connection.

If you have an alternate router, test this on the connection. If this is not possible, proceed to Step 10.

You should then monitor your connection for any improvements. If the service has stabilised and the
issue has been resolved, then the fault looks likely to be a router fault.

If you are still experiencing an intermittent connection, please proceed to Step 10.

Step 10



If none of these checks have worked, you'll need to raise a fault on the Advance Diagnostics page.

Select the “Your Diagnostic Checks” tab and follow the drop-down menus.

Cument Connectivity Incident Status Historic Data Advanced Diagnestics ! Your Diagnostic Checks

Flease note that it is important that these 1st line checks ars complated. Please note that by not completing these tests it may slongate the time taken to resolve your issue as we will need to do these with you once the fault is logged

Please note that providing incorrect information may result in the fault been incorrectly diagnosed or unnecessarily progressed to a SFI visit. Should your fault progress to an SFI visit then should no fault be found then the visit will be chargeable

1. Has the customer aver had a working service, and if yes, when was the first fault experienced ?

Please select... 7] &)
2. Selact fault type from the drop down list :
Intermittent DSL Connection [=
+ When the connection drops, does the router need to be rebooted to restore the connection ar does the connection come back up on its awn?

« Are there any devices other than the broadband router and filter attached to the broadband line? (fax machines, alarm systems, cordless phones etc)

+ What kind of environment is the broadband line installed in? (business office, home, portacabin, industrial unit, etc)

3. 1f you intend to raise a fault, please confirm you have completed the fellowing checks (follow links to test/data)
Line Test completed Fema loet

Microfilter changed Please select.

Router tested from test socket Please select..

EE & E

Checked sync profile for any pattems in the drops Please select...

Reset | | Raise Fault

Please note:

If you already have a fault raised for this service, you’ll be unable to raise a new fault.

Slow Speed Faults

Sometimes what appears to be a slow connection issue may be an intermittent connection; where
the router is constantly dropping. In these instances please follow the Intermittent
Connection diagnostics.

Please note:

Before you start diagnostics, it is worth checking if there are any known outages in your area which
may affect the service.


http://knowledgebase.gamma-portal.com/display/NGEN/Intermittent+Connection
http://knowledgebase.gamma-portal.com/display/NGEN/Intermittent+Connection

Step 1

From the Gamma Portal, go to “Provisioning and Service Management”, “Data Services”,
“Broadband” and then select “Service Management”. Select the relevant account, and search for the
affected line using the one of the available search options available. Once you’'ve found the line,
using the Actions menu select “Fault Diagnostics”.
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Step 2

The “Radius Session Map” will be the first screen displayed.

If the connection is stable (green segments) then continue to Step 3.

If you are seeing drops (red segments) throughout this period, then please follow the Intermittent
Connection diagnostics.



Incident Status Historic Data Advanced Diagnostics Your Diagnostic Checks -

Current Connectivity

Radius Session Status Map (Last 30 days)

The disconnections listed are indicative of the type of disconnection and do not indicate the cause of the disconnection
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Step 3 (Only Applicable for ADSL)

Now check the xDSL stats, found under the “Current Connectivity Tab”. Scroll all the way to the
bottom of the page to see these stats.

We need to ensure that there are no HEC Errors or Errored Seconds. Upstream errors usually
indicate a fault with the customer’s equipment (run through steps 7-13). Downstream errors could
still be problems with the customer’s equipment or with the BT line. It is worth doing some

equipment checks before raising a fault.



xDSL Status Check

Downstream DSL Link Information Upstream DSL Link Information

Loop Loss 41 23
SHR Margin 9 23
Errored Seconds O ]
HEC Errors ] ]
Cell Count 352 152
Speed B464 448

Maximum Stable Rate (KBPS) 5696
Fault Threshold Rate (KEPS) 4556
Mean Time Between Errors Upstream (Seconds) 43200
Mean Time Between Errors Downstream (Seconds) 23300

Step 4

Check the Historic Data tab and check the sync speed max/min/average results and compare with
the xDSL status. These will indicate if the sync speed is fluctuating. If the sync speed is fluctuating,
go to Step 5.

e e————

Local Access Network Detail

Prognosis

Prognasis for a period of 14 days Fom 27-Jun-2012 1o 10-Juk-2012 The circuit was in sync woughoul e specified analysis period Please refir to the ofher sub tests withinthe KBD induding the Status Check fo confirm whether e circuilis curently in sync and logged an. ifthe circuitis currently out of syc please cany out infemal
wiring, Slers. MoGemAOUS! CRECKS Wilh ha End User 3tthe master s00uet whers possinie The CFEut Nas 1o ropping SYNCs. PIease cary out intemal wanng, B1ers 3n 0 MOSBTVDUe! CECks il Ihe Eng USer 3t he master sockst whers possile. Also, refer 10 1he oer sUB 19513 within e KED and use e Performance Teser

Parameter Downstream Trends Upstream Tremds
MIN: 5408 KBPS MAX 8454 KEPS AVG - 5987 KBPS MIN: 448 KBPS MAX: 448 KEPS AVG 448 KBPS
Line Rate The line rate has vaned by a small amount and Frequently on Most of Me days Aunng the analysis penod. The line rate is very high (00, Piease  The line rale it stable over the penod The Ine rate is very high (000d). Please See he average value.
see e average vae.
un 908 WAX 1408 G108 M 2008 MAX 2308 #G 2308
Molad Mergins The Aoiss Margin has varied by & smal amount but sccasionally 0n Jus!a few Says Bunng Mie analysis perod This is Normal ehawiour for 3 DSL | The Abise margin Nas vanied by & sMall amount bt sccasionally on just 3w ays UG the analys:s period, ThiS is Rormal behavour for & DSL
product and s not aflecing the senace in any way The Nome margin is within acceptable hmits Please see the average value product and is not affecting the senace in any way The Noise margen is high Pleass see e average value
M 113 WAX 3600 AVG- 3381 MIN: 582 MAX: 3500 AVG - 3547
R High during This Jul 05 D0:03.01 BST 201210 High duting Th Jul 05 00:00:01 BST 201210 Wullicle:
‘There hiavs been insigniicant emors on e line during almast all parts of the day. This behaviour happens on aimost al days during e analvsis | Thers have been insignilicant strors on Ihe line during almast all parts of the day. This behaviour hapsens on almost all dars during the analysis
period This is normal benhavour for 3 DSL product and is not Aecting the Senvice in any way penod This Is normal behavour for 3 DEL product andis not 2fecing the Senace in any way
N 4108 MAX 4108 G 4108 M 7306 MAX 2308 G 2308
Ling Attenuation
The 100p IGNGEN 1= QuAte NG, S0 STOTE O TIE N 378 Expacted The I00p 18AGI 1S GUAS I0RG. S0 SITOFS 0N THE NG 268 Bxpected
Parameter Trend
MN-900s MAX 864003 AVG T410s

Uptme
Thig circast 5 up for an average 86.0% of he tme

MO A1 A0

Inibals afion
The circu is very stable and no initalizations. occur
Line Profile
BRAS Profse Name 30515000 B30 Update Time: 2012.07-10708:39.15+01.00 Sync Rate 5806
Max u M Sync Timestamp 201207-10T0845:22+0100
Headine Rate (Downsiream Line Rate) 5000  Upsiream Line Rate 448 Traffic Weighting
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Step 5

Run speed tests to identify if the connection is facing throughput issues. Please run the test on the
following speedtest.btwholesale.com and speedtest.gammatelecom.com*

* speedtest.gammatelecom.com/ethernettest (to be used for FTTC)

The full test needs to be run via the further diagnostics option entering the CLI. If this is not fully
completed then we are unable to raise a speed fault on the line with our supplier.

Step 6

Please note:

All checks should be run with everything removed from the router with only a single PC connected
via ethernet. You should also disconnect all devices connected via wireless. This is to eliminate the
possibility of malware or viruses or software using the internet connection which would affect the
lines true throughput (for example torrents).

Check the physical phone line.

**Please note that this test only applies to ADSL & VDSL and do not apply to SOGEA and
FTTP as there is no voice component of the line to carry these tests out on. Skip these tests
SOGEA & FTTP circuits.


http://speedtest.btwholesale.com/
http://speedtest.gammatelecom.com/
http://speedtest.gammatelecom.com/

To check the phoneline:

e Plug a telephone into the test socket, lift the receiver and listen for any audible noise

e Dial 17070 and press option 2, this will carry out a quiet line test

e Make a phone call and ensure the quality of the call is good

e If you own the line, carry out a WLR line test

If all of these checks are OK, proceed to Step 7.

e If you hear noise or the line test fails, you should raise a fault with the line provider before
further diagnosing any broadband issues

Step 7

Power off the router for 30 seconds, then power back on. This can be done by removing the power
supply.

You should then monitor your connection for any improvements. To refresh the data, click the
“Refresh Supplier Data” at the bottom of the screen. If the service has stabilised the issue has been
resolved.

If you are still experiencing slow speed please proceed to Step 8.



alialn
Cisco

Step 8

Connect your broadband to the NTES test socket and monitor. You should remove the faceplate of
your socket and connect your broadband to the socket as shown. This will bypass any internal wiring
issues. You should then monitor your connection for any improvements.



If the service has stabilised the issue has been resolved and the problem lies with internal wiring,
not the broadband.

If you are still experiencing slow speed please proceed to Step 9.

Step 9

Change the filter, Gamma routers come with 2 x micro filters, you should switch to the second or use
a different one.

If the service has stabilised the issue has been resolved and the problem lies with a faulty micro
filter.

If you are still experiencing slow speed please proceed to Step 10.



Step 10

Try an alternate router on the connection. If you have an alternate router, test this on the
connection. If this is not possible, proceed to Step 12.

You should then monitor your connection for any improvements. If the service has stabilised the
issue has been resolved and the problem lies with a faulty router.

If you are still experiencing an intermittent connection please proceed to Step 11.

Step 11

If none of these checks have worked, you'll need to raise a fault on the Advance Diagnostics page.

Please note:



If you already have a fault raised for this service, you’ll be unable to raise a new fault.

Select the “Your Diagnostic Checks” tab and follow the drop down menus.

Current Connectivity I Incident Status ] Historic Data ] Advanced Diagnostics f| Your Diagnostic Checks

Please note that it is important that these 1st line checks are completed. Please note that by not completing these tests it may elongate the time taken to resolve your issue as we will need to do these with you once the fault is logged.

Please note that providing incorect information may result in the fault been incorrectly diagnosed or unnecessarily progressed to a SFI visit, Should your fault progress to an SFI visit then should no fault be found then the visit will be chargeable

1. Has the customer ever had a working service, and if yes, when was the first fault experienced ?

Please select... [= (i
2. Select fault type from the drop down st :
Intermittent DSL Connection =]
+ When the connection drops, does the router need to be rebooted to restore the connection or does the connection come back up on its own?

+ Are there any devices other than the broadband router and filter attached to the broadband line? (fax machines, atarm systems, cordless phones etc)

+ What kind of environment is the broadband line installed in? (business office, home, portacabin, industrial unit, etc)

3. 1f you intend to raise a fault, please confirm you have completed the following checks (follow links to test/data)
Line Test completed Plaase select.

Microfiltar changed Plaase select... [v]
Router tested from test socket Please select... [+]
Checked sync profile for any patterns in the drops Plaase select... E

Reset | Rasse Fault

No Web Pages

If you are unable to load up any web pages, you may still have a connection to your Broadband.
Follow the below steps to help with identifying the fault.

Please note:

Before you start diagnostics, it is worth checking if there are any known outages in your area which
may affect the service.



Step 1

From the Gamma Portal, go to “Provisioning and Service Management”, “Data Services”,
“Broadband” and then select “Service Management”. Select the relevant account, and search for the
affected line using the CLI. Once you've pressed search, using the Actions menu select “Fault
Diagnostics”.
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Step 2

If the Radius Session Map is showing red in the affected 15 minute segment, please go refer to the
No Authentication trouble-shooter.

If the Radius Session Map is showing green in the affected 15 minute segments, this is likely to be a
local issue.



Incident Status Historic Data Advanced Diagnostics Your Diagnostic Checks -

Current Connectivity

Radius Session Status Map (Last 30 days)

The disconnections listed are indicative of the type of disconnection and do not indicate the cause of the disconnection
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Step 3

We need to do some tests on the local equipment now. Go to “Start” on your PC and then “Run”.
Within the text box of the “Run” facility, type in “cmd” and press “OK”. This can also be achieved by

going to Start > All Programs > Accessories > Command Prompt

(= Run ———— e =)

@ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Dpen: cmd

Ok || Concel || Browse.




Step 4

Type in “ipconfig” and press enter.

BN Administrator Ch\Windows\system32\emd.exe = = 22

Microsoft Windows [Uersion 6.1.76811
Copyright <c?» 2889 Microsoft Corporation. A1l rights reserved.

C:sUzerssrjames *ipeconf ig

Step 5

Look for the Default Gateway address and make a note of this.



-

BN Administraton CA\Windows\system32\emd.exe = B 22

Connection—specific DNS Suffix
Link—-local IPuve Address . . .
IPv4 Address. . . . . .

[ LW, SNSRI U P

Default Gateway . . . -

CE i S

: 18.8.71.254

Tunnel adapter izatap.+

Media State .
Cunnectlun—upec1f1c DHS Sufflx

Tunnel adapter isatap.gammatelecom.

Media State . . =
Cunnectlun—upec1f1c DNE Eufflx -

Tunnel adapter Teredo Tunneling Pseudo-

Media State . . .
Cunnectlun—upec1f1c DNS Suffix .

C:~lUszerssprjames >

Step 6

Type in “ping” followed by a space, then the Default Gateway address and press enter.

P

BN Administrator: Ch\Windows\system32\cmd.exe I. —| (=] |—EE-J

Connection—specific DHS Suffix
Link—local IPvbe Adderess . . .
IPv4 Address. . . . . .
Subnet Mask . . . . .

: L5 . 255 . 255.8
Default Gateway . . .

2
18.8.71.25%4

Tunnel adapter isatap.

Hedia State . . - e e e oa
Cunnectlun—ﬂpeclflc DNS Suffix .

Tunnel adapter izatap.gammatelecom.com:

Media State . . z
Cunnectlun—upec1f1c DNE Eufflx .

Tunnel adapter Teredo Tunneling Pseuwdo—Interface:

Hedia State . . .
Cunnectlun—ﬂpeclflc DNS Eufflx =

C:slUzerssprjames>ping 18.68.71.254




Step 7

If you get replies from the ping (like in the screen shot across), this means that you can connect to
the router and you should proceed to Step 9.

If you get no results from the router (which look like the screen shot in Step 10), this means that you
have no connection to the router and would need to contact your IT Administrator.

e "

BN Administrator C\Windows\system32\emd.exe

Tunnel adapter

Media State . . . . . . . . . . .
Connection—specific DNS Suffix .

Tunnel adapter Teredo Tunneling Pseudo—Interface:

Media State . . - Media disconnected

Cunnectiun—speci%ié DNS Suffix .

C:sUserssprjames 2ping 18.8.71 254

Pinging 18.8.71_254 with 32 bhytes of data:
18.8.71.254: bhytez=32 time<{imsz TTL=255
18.8.71.254: bytes=32 time<{ims TTL=255
18.8.71.254: bhytez=32 time<{imsz TTL=255

Reply from 18.8_.771_254: bytes=32 time{ims TTL=255

Ping statistics for 10.8.71_.254:

Packets: Sent = 4, Received = 4, Lozt = 8 (8% loss),
Approximate round trip times in milli-—seconds:

MHinimum = Bms, Maximum = Bms, Average = Bms

C:sUzerssrjames >

Step 8

If you get a reply from the router ping, you would need to ping a live web address. We recommend
sending a ping to Google’s address.

To do this, type in “ping 8.8.8.8” and press enter.



-

BEX Administrator C\Windows\system32\emd.exe

Tunnel adapter

Media State . . =

B R R R Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter Teredo Tunneling Pzeudo—Interface:

Media State . . . . . . . . -

. Media disconnected
Connection—specific DNS Suffix .

C:sUzserssrjames »ping 18.60.71.254

Pinging 18.8.71.254 with 32 hytes of data:

Reply from 18.8.71.254: hytes=32 time<ims TTL=255
Reply from 18.8.71.254: hytes=32 time<ims TTL=255
Reply from 18.8.71.254: hytes=32 time<ims TTL=255
Reply from 18.8.71.254: hytes=32 time<ims TTL=255

Ping statistics for 18.6.71.254:

Packets: Sent = 4, Received = 4, Lozt = 8 (8% loss),
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms

C:sUzerssprjames>ping 8.8.8.8

o e S |

Step 9

If you are unable to get a reply from the Google DNS ping (example in the screen shot across), this
would suggest that it is a local issue (router/firewall) and you would need to speak to your IT

Administrator regarding this.

If you have got a ping result back from Google (which looks like the screen shot in Step 9), you have

access to the Internet and need to do some more tests. Please see Step 10.



pr

EX Administrator C\Windows\system32\emd.exe | -8 | X
C:sUzerssprjames ping 18.6.71 .254 H

Pinging 18.8.71.254 with 32 hytesz of data:

Reply from 18.8.71.254: hytes=32 time<ims TTL=255

Reply from 18.8.71.254: hytes=32 time<ims TTL=255

Reply from 18.8.71.254: hytes=32 time<ims TTL=255 =
Reply from 18.8.71.254: hytes=32 time<ims TTL=255

Ping statistics for 18.8.771.254:
B Packets: Sent = 4. Received = 4, Lost = B (B loss>.
Approximate round trip times in milli-—seconds:

MHinimum = Bmz, MHaximum = Bms,. Average = Bms

C:sUzserssrjames>ping 8.8.8.8

lPinging 8.8.8.8 with 32 bytes of data:
Request timed out.
NRequest timed out.
MRequest timed out.
Request timed out.

Ping statistics for 8.8.8.8:
Packets: Sent = 4, BReceived = B, Lost = 4 (186

C:sUzerssrjames >
[ s -— — A

Step 10

We now need to ping a web address, again we recommend google. In the command prompt, type in
“ping google.co.uk”.

If you get no results back, this would suggest a DNS error. You would need to try adding DNS
manually on the router or the customers PC, or speak to your IT Administrator about this.

If you have got results back, then you should be OK to view web pages. If you are still unable to view
web pages, then this could be a Browser error or a proxy may be enabled, and again you'd need to
speak to your IT Administrator.



- | ™y

EX Administrator C\Windows\system32\emd.exe | =2 | X
C:sUzerssprjames ping 18.6.71 .254 H

Pinging 18.8.71.254 with 32 hytesz of data:

Reply from 18.8.71.254: hytes=32 time<ims TTL=255

Reply from 18.8.71.254: hytes=32 time<ims TTL=255

Reply from 18.8.71.254: hytes=32 time<ims TTL=255 =
Reply from 18.8.71.254: hytes=32 time<ims TTL=255

Ping statistics for 18.8.771.254:
B Packets: Sent = 4. Received = 4, Lost = B (B loss>.
Approximate round trip times in milli-—seconds:

MHinimum = Bmz, MHaximum = Bms,. Average = Bms

'Pinging 8.8.8.8 with 32 bytes of data:
Request timed out.
NRequest timed out.
MRequest timed out.
Request timed out.

Ping statistics for 8.8.8.8:
Packets: Sent = 4, BReceived = B, Lost = 4 (188x loss>.

C:sUzerssrjames >
[ Eae -— — A

No Sync Fault

No Sync faults can be identified by checking the lights on the customer’s router. Generally the
Broadband/DSL light should be solid, if this is not the case then the line doesn’t have sync. Please
see below for a screenshot of the router lights.

Please note:

Before you start diagnostics, it is worth checking if there are any known outages in your area which
may affect the service.



For "ha Sync’ faults, the
Broadband light will be off. if this

s solid green, the line has sync

fthe internet light is off or red,
but the Broadband light is on then
follow the "No Auth’ steps

Step 1

From the Gamma Portal, go to “Provisioning and Service Management”, “Data Services”,
“Broadband” and then select “Service Management”. Select the relevant account, and search for the
affected line using the one of the available search options available. Once you’'ve found the line,
using the Actions menu select “Fault Diagnostics”.
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Step 2

Check the Radius Session Map to see if there has been any connection in the 15 minute segment
that is affected. A red segment means that there is no service.

If the segment is green, the router and the service is showing online the connection is active
therefore please follow no web pages diagnostics by clicking here.

If the segment is red, continue to Step 3.



Incident Status Historic Data Advanced Diagnostics Your Diagnostic Checks -

Current Connectivity

Radius Session Status Map (Last 30 days)

The disconnections listed are indicative of the type of disconnection and do not indicate the cause of the disconnection
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Step 3

Check xDSL Status Check. If the customer is facing a no sync fault there will be no results shown
here. Go to Step 4,If they do have sync (so xDSL status check shows zeros in the results). Ensure
that the sync light on the router is not lit. If this is not lit please follow the below diagnostics to Step

4

If they do have sync and the router shows this also, they are facing a no authentication fault please
use the no authentication diagnostics by clicking here.

Step 4



Check the physical phone line.

**Please note that these tests only apply to ADSL & VDSL and do not apply to SOGEA and
FTTP as there is no voice component of the line to carry these tests out on. Skip these tests
SOGEA & FTTP circuits.

To check the physical phoneline:

¢ Plug a telephone into the test socket, lift the receiver and listen for any audible noise

e Dial 17070 and press option 2, this will carry out a quiet line test

e Make a phone call and ensure the quality of the call is good

e If you own the line, carry out a WLR line test

If all of these checks are OK, proceed to Step 5.

If you hear noise or the line test fails, you should raise a fault with the line provider before further
diagnosing any broadband issues.

Step 5

Power off the router for 30 seconds, then power back on. This can be done removing the power
supply.

You should then monitor your connection to see if the router obtains a connection. If the service has



obtained a connection the issue has been resolved.

If you are still experiencing no sync connection, please proceed to Step 6.

'.h'lll 2 i i Cisco BB7VA-M IRy L Tn )
c1sco i SRy

Step 6



Connect your router to the NTE5S test socket and monitor. You should remove the faceplate of your
socket and connect your router to the socket as shown. This will bypass any internal wiring issues.
You should then monitor your connection for any improvements.

If the service has obtained a connection the issue has been resolved, then the problem lies with the
internal wiring, not the broadband.

If you are still experiencing no sync connection please proceed to Step 7.

Step 7

Change the filter, Gamma routers come with 2 x filters, you should switch to the second or use a
different one.

If the service has obtained a connection the issue has been resolved and the problem lies with a
faulty filter.



If you are still experiencing no sync connection please proceed to Step 8

Step 8

Try an alternate router on the connection, If you have an alternate router, test this on the
connection. If this is not possible, proceed to Step 10.

You should then monitor your connection for any improvements. If the service has obtained a
connection the issue has been resolved, then the problem lies with a faulty router.

If you are still experiencing no sync connection, please proceed to Step 9.

Step 9



If none of these checks have worked, you'll need to raise a fault on the Advance Diagnostics page.

Select the “Your Diagnostic Checks” tab and follow the drop down menus.

Please note:

If you already have a fault raised for this service, you’ll be unable to raise a new fault.

{ Current Connectivity [ Incident Status THIStU.‘IC Data T Advanced Diagnostics | Your Diagnostic Checks

Please note that it is important that these 1st line checks are completed. Please note that by not completing these tests it may elongate the time taken to resolve your issue as we will need to do these with you once the fault is logged.

Please note that providing incomect information may result in the fault been incomectly diagnosad or unnecessarily progressed to a SFI visit. Should your fault progress to an SFI wisit then should no fault be found then the visit will be chargeable.

1. Has the customer ever had a working service, and if yes, when was the first fault expenenced ?

Please select...[+] i

2. Select fault type from the drop down list @
No connection / Sync Fault ﬂ

« Is the 'sync’ light on the router constantly lit (not off or flashing)? (this light may also be labeled 'dsl', broadband', 'line’ or ')

+ If the 'sync' light on the router is constantiy it, is the ‘auth light on the router also constantly it (not off or fashing)? (this light may also be labelled ‘internet’, ‘acct, ‘authentication’ or with a picture of a globe)

3. If you intend to raise a fault, please confirm you have completed the following chacks (follow links te test/data)
Line Test completed Please select....|

Microfilter changed Please select... |
Router tested from test socket Plaase salect... |

Checked sync profile for any pattems in the drops Please select...|

Reset | | Raise Fault

EEEE

No Authentication Fault

No Auth faults can generally be identified by checking the lights on the customer’s router. Please
see below for a screenshot of Gamma supplied router for assured and notes as to which lights you
should see present.

Please note:



If you already have a fault raised for this service, you’ll be unable to raise a new fault

or ko Sync' faults, the
Broadband light will be off. If this
s solid preen, the line has sync
fthe internet light is off or red,
but the Broadband light is on then
follow the "No Auth’ steps

Step 1

From the Gamma Portal, go to “Provisioning and Service Management”, “Data Services”,

“Broadband” and then select “Service Management”. Select the relevant account, and search for the
affected line using the one of the available search options available. Once you've found the line,



using the Actions menu select “Fault Diagnostics”.
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Step 2

Check the Radius Session Map to see if there has been any connection in the 15 minute segment
that is affected. A red segment means that there is no service and you should continue to Step 3.

If the segment is green, go to the No Web Pages section of the technical support guide by clicking
here, and start from Step 3.



http://knowledgebase.gamma-portal.com/display/AssuredBB/No+Web+Pages
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Current Connectivity

Radius Session Status Map (Last 30 days)

The disconnections listed are indicative of the type of disconnection and do not indicate the cause of the disconnection
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Step 3 (Only Applicable for ADSL)

Scroll to the bottom of the page and look at the xDSL Status Check and ensure that the follow fields
are above zero (it doesn’t matter what the value is):

Loop Loss

SNR Margin

Cell Count

Speed



Please note:

If all these values are zero, this would suggest a No Sync Fault, and you should follow these trouble
shooting steps

xDSL Status Check

Downstream DEL Link Information Upstream DSL Link Information

Loop Loss 41 23
SHR Margin 9 23
Errored Seconds 0O ]
HEC Errors ] ]
Cell Count 352 152
Speed 6464 448
Maximum Stable Rate (KBPS) 5696
Fault Threshold Rate (KBP5) 4556

Mean Time Between Errors Upstream (Seconds) 43200
Mean Time Between Errors Downstream (Seconds) 23300

**Please note this step only applies to ADSL.

Step 4

Click the “Recent Radius Login Attempts” hyperlink under the “Additional Session Data” to see if
there are any error messages in this (such as password reject etc).


http://knowledgebase.gamma-portal.com/display/AssuredBB/No+Sync+Fault

Session Drops By Hour (Last 24 hours)

Additional Session Data
Latest Session Details
Recent Session History

Unexpected Session Terminations (Last 7 days)

Hiecent Radius Login Attempts n

Login Rejections (Last 7 days) : 0
Expected Username : 01457870524-gam@standard
Actual Username : 01457870524-GAM@STANDARD
Service Selection Names : BUSINESS-ACCESS.CO.U

xDSL Status Check

Downstream DSL Link Information Upst

-\
I_

Recent Radius Login Attempts

Results Returned : 13
 [Jump To Page... [<]

Page 1072

Username

~-gami@standard.business-access.co.uk:ppp
 -gami@standard business-access.co.ukppp
~ -gami@standard business-access.co.uk:ppp
~ -gami@standard business-access.co.ukppp
~ -gami@standard business-access.co.ulk:ppp
 -gamg@standard.business-access.co.ukippp
~ -gami@standard business-access.co.uk:ppp
~ -gami@standard business-access.co.uk:ppp

- -gami@standard business-access.co.uk:ppp

Pazsword Reply

Auth Date

Chap-Password |
! i
FharrPasswnrd I
Chap-Password

E‘.‘hap—Passwnrd |
i

Chap-Password
i 3
FhapPasswnrd I

Chap-Password

!
5d5keRVMvc

S5dSkeRVMwve

2012-07-05T20:31:48+01:00

2012-06-30T12:35:17+01:00

2012-06-27T09:52:43+01:00

2012-06-24723:48:11+01:00

2012-06-24T721:57:23+01:00

2012-06-22T05:17:23+01:00

2012-06-21T10:55:54+01:00

2012-06-18T10:08:33+01:00

2012-06-18T10:08:33+01:00

~ -gami@standard business-access.co.ulk:ppp i‘)hap—Passwnrd 2012-06-17T16:17:59+01:00
Loop Loss 41 23 Y
Export opti HS:@j @j t
SNR Margin 9 23 L T i (=] 43
Step 5

Check to see that the Expected Username and Actual Username in the “Additional Session Data”

section match.

Please note:

Currently the case might not match, and whilst this is important what we are looking for here is the

green tick next to Actual Username un

til a fix is put in place.



fA

Additional Session Data
Latest Session Details
Recent Session History
Unexpected Session Terminations (Last 7 days) : 0
Recent Radius Login Attempts
Login Rejections (Last 7 days) : 0
Expected Username : -gami@standard.business-access.co.uk
Actual Username : -GAM@mMSTANDARD.BUSINESS- ACCESS.CO.UK e

Service Selection Names : BUSINESS-ACCESS,CO.UK

Step 6

Check the physical phone line.

**Please note that these tests only apply to ADSL & VDSL and do not apply to SOGEA and FTTP as
there is no voice component of the line to carry these tests out on. Skip these tests SOGEA & FTTP
circuits.

To check the physical phoneline:

Plug a telephone into the test socket, lift the receiver and listen for any audible noise

Dial 17070 and press option 2, this will carry out a quiet line test

Make a phone call and ensure the quality of the call is good

If you own the line, carry out a WLR line test



If all of these checks are OK, proceed to Step 7.

If you hear noise or the line test fails, you should raise a fault with the line provider before further
diagnosing any broadband issues.

Step 7

Power off the router for 30 seconds, then power back on. This can be done by removing the power
supply. You should then monitor your connection to see if the router obtains a connection. If the
service has obtained a connection the issue has been resolved.

If you are still experiencing no sync connection, please proceed to Step 8.
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Step 8

Connect your broadband to the NTE5S test socket, you should remove the faceplate of your socket
and connect your filter directly into the socket as shown. If the service has come back online, the
issue has been resolved and the problem lies with internal wiring, not the broadband.

If you are still experiencing no authentication, please proceed to Step 9.



Step 9

Change the micro filter, Gamma routers come with 2 x micro filters, you should switch to the second
or if this is already used, purchase a new micro filter. If the service has come back online the issue
has been resolved and the problem lies with a faulty micro filter.

If you are still experiencing no authentication, please proceed to Step 10.



Step 10

Try an alternate router on the connection, if you have an alternate router, test this on the
connection. If this is not possible, proceed to Step 11.

If the service has obtained a connectivity the issue has been resolved and the problem lies with a
faulty router. If the service still fails, please proceed to Step 12.

Step 11

Carry out a factory reset on the router.

Please note:

This will remove any specific port forwarding rules and any configuration settings programmed. You
should be conscious of this when carrying out a factory reset.



This can be done by holding the reset button (as pictured) until the lights on the front change.

You will need to reconfigure the router after this, the settings can be found in the description box
where you opened this guide from.

If the service has come back online the issue has been resolved and the problem lay with the router.

Step 12

If none of these checks have worked, you’ll need to raise a fault on the Advance Diagnostics page.

Select the “Your Diagnostic Checks” tab and follow the drop down menus.



Current Connectivity I Incident Status | Historic Data | Advanced Diagnestics | Your Diagnostic Checks

Please note that it is important that these 1st line checks are completed. Please note that by not completing these tests it may elongate the time taken to resolve your issue as we will need to do these with you once the fault is logged.

Please note that providing incorrect information may result in the fault been incorrectly diagnosed or unnecessarily progressed to a SFI visit. Should your fault progress to an SFI visit then should no fault be found then the visit will be chargeable

1. Has the customer ever had a working service, and if yes, when was the first fault experienced ?
Please select... [v] Ji}
2. Select fault type from the drop down list :

No cannection / Sync Fault [~

+ Is the 'sync' light on the router constantly lit (not off or flashing)? (this light may also be labeled 'ds!', broadband!, ine' or ')

« If the 'sync' light on the router is constantly lit, is the ‘auth light on the router also constantly lit (not off or flashing)? (this light may also be Iabelled ‘intemet’, ‘acct’, ‘authentication’ or with a picture of a globe)

3. If you intend to raise a fault, please confirm you have completed the following checks (follow links to test/data)

Line Test completed Please select..

Microfilter changed Please select...

Router tested from test socket Please select...

G E EE

Checked sync profile for any patterns in the drops

Please select...

Please note:

If you already have a fault raised for this service, you’ll be unable to raise a new fault.

Enabling port mirroring on Technicolor
TG588/DGA122

Please note the DGA122 is being phased out and replaced by the DGA122 - please speak to the
Service Desk for details on this process. See the Gamma Portal - digital Customer Service Plan for
contact details.

Sometimes it’s useful to be able to monitor traffic on an Ethernet port of the TG582n (e.g. the
attached device is a VoIP phone and one can’t run Wireshark on it).

Many of the Technicolor routers (including the TG582N) have the useful facility to take the traffic
flowing on one Ethernet port and monitor it on another Ethernet port. The CLI commands needed
are:



Step 1

Declare the port to send the monitor traffic to. In this example, it will be sent to port 2:

:eth switch mirror capture port=2

Step 2

Now declare which traffic on which port to monitor. In this example, we’ll monitor inbound and
outbound traffic on port 4:

:eth switch mirror ingress port=4 state=enabled

:eth switch mirror egress port=4 state=enabled

Step 3

It is still possible to use the capture port (port 2 in the above example) as a normal Ethernet port,
just that Wireshark (or similar) will see both normal traffic and the monitor traffic - so get your
capture/display filters sorted out.

It doesn’t seem possible to discover the current settings of the monitor, so when finished it might be
best to issue:

:eth switch mirror ingress port=4 state=disabled



:eth switch mirror egress port=4 state=disabled

For information on how to switch off SIP ALG on a Technicolor Router using telnet please see the
corresponding section in this document

Switch off SIP ALG on a Technicolor Router
using Telnet

This guide is going to tell you how to use Telnet (a text based protocol that allows you to connect to
a remote device over the Internet) through command prompt, though there are programs such as
Secure CRT that you can use for this.

Please note:

The Gamma Service Desk will not be able to assist you in turning off SIP ALG, and you should speak
to your Internet Service Provider or consult with your router user guide for further information.

Step 1

On your PC go to “Start” and select “Run” and ype in “cmd” and click “OK”.

Step 2



When command prompt loads up type in “Telnet IP address of your router ” and hit enter. This will
then load up the Telnet console.

Please note:

In Windows 7 you’ll need to enable the Telnet Client first. See this guide on the Microsoft Help
Pages on how to enable Telnet in Windows 7, click here

Check under “System Maintenance - Management that the telnet port is enabled
and what the port number is on your router.

If you are doing it on the internal network this will be your Default Gateway in IP Config, if
it is externally, you'll need to ask your customer to go to Google and type in “Whats my IP”.
More information can be found at About.com.

Step 3

Enter your administrators log in when asked for “Account” and then the password is the password of
the router.

Step 4

Type in the following commands:


http://social.technet.microsoft.com/wiki/contents/articles/910.how-to-enable-telnet-client-in-windows-7.aspx
http://compnetworking.about.com/od/workingwithipaddresses/f/getrouteripaddr.htm

connection unbind application=SIP port=5060

saveall

Switch off SIP ALG in the GUI

From the router’s homepage, click on “WAN Services”

technicolor

L o B |

Administrator -

System Info

@ Version Damson (19.4)

Broadband

@ Connected
® 20 Mbps

® 72.85 Mbps

Internet Access

@ PPP Connected
WAN IP - 51.52.204.195

Wireless

@ TNCAPSE8868
Shared - Auto 5GHz

0 ToD Rules

Local Network

® DHCP Enabled
Gateway: 192.168.1.1
Metmask: 255.255.255.0

Devices

0 Ethernet Devices Connected
1 WiFi Device Connected

WAN Services

® DMZ Disabled
@® DynDNS Disabled

Firewall

Firewall Level: Medium

© @
qQ

0 ToD Rules 0 Port Rules
0 UPnP Rules
® Telephony Disabled ® Disabled User Management

Log Viewer

Content Sharing

@ Samba Filesharing Enabled
© DLNA Enabled

Site Filtering

@ Site Blocking Disabled
0 Site Blocking Rules




From here, click on “Settings” and scroll down to “NAT Helpers (ALG’s)”

WAN services

NAT Helpers (ALG's)

Name Dest port
SNMP 161

siP

PPTP

RTSP

IRC

TFTP

HUAWEI_FCC

RAS

AMANDA

cTn

SIP ALG can be easily enabled or disabled here depending on your set up.

show advanced | refresh data

Protocol
udp
tcpudp
tcp

tcp

tcp




Broadband Fault Diagnostic Tool

In order to access the diagnostic tool on the Gamma portal, navigate to your Broadband service by
following this menu structure; Provisioning & service management >> Data Services >> Broadband
>> Order and Service Management, From here you will need to select the actions tab and the
“Diagnose Fault” option.

Configure rDNS
Ipdate Email Preferences

Change Password

Diagnose Fault

Broadband Health Check

The Broadband health check is what you will see as your first page in the Gamma portal diagnostic
journey, as you can see in the screenshot below, you will be presented with some basic service
details, a testing details panel which contains a colour co-ordinated image (this image changes
throughout the journey, this is addressed later on in this document) and the health check itself
which consists of 5 sections; Synchronisation, Authentication, Stability, Performance and Speed.



Broadband Fault Process
Health Check

Service Details Testing Details

Service ID: 185823

CLI:

Customer Name:

Post Code:

Eroadband Product: FTTC 80:20

Health Check Chep
o Synchronisation >
o Authentication >
@ stability >

< Speed >
o Performance >

€ Retum to Brosdband Order & Service Management [l BEEU s Sen ey

Synchronisation

Synchronisation refers to the signal sent between the router and the equipment within the local
telephone exchange. This is commonly denoted on routers by a light labelled either DSL, CD or
Broadband. The synchronisation, or sync speed will vary depending on the length of the line from
the local telephone exchange to the router, and the quality of the copper that the signal travels over.
The sync speed will determine the maximum throughput speed available.

Should the sync show as amber or red, this suggests that there is a fault with the service. This fault
could be with the equipment in the exchange, on the line between the exchange and the router, with
the router itself, or with the internal wiring or additional equipment at your customer’s premises, for
example, a microfilter or the cables.



o Synchronisation 4

Status: Customer is online

Q start Diagnostics

Authentication

Authentication refers to whether the credentials (username and password) entered are authorised to
access the services on the line. The credentials entered are checked against those held on the
Radius server. Provided there is a match, access to the services is granted.

This panel will show whether your customer’s router is correctly authenticating to Gamma. The
actual username and password that should be programmed into the router is shown, along with the
last requests that were made to access the services, and whether they were successful or not.

o Authentication 4

Your customer is currently:
v =D There were authentication problems at the most recent attempt

CPE Username: 01617902179 @b2bds!
There is no connection data for 01617902179@b2bds|

CPE Password: cHhesaDSNS

Q, start Diagnostics

Stability

Stability refers to how stable the connection is perceived to be. The more times that a connection
drops out, the more unstable the connection appears.



The graph shows hourly/daily/monthly drops in your customer’s connection based on the last 30
days’ worth of data. This can be very useful in spotting patterns, particularly when an intermittent
issue is reported. Commonly, alarms or PDQ machines operating over a broadband line can cause
intermittent issues, however, you may also be able to spot a customer switching their router off on
an evening or over the weekend, which to the Dynamic Line Management (DLM) on the line will look
like a stability problem. Other faults may manifest themselves as intermittent connections, such as
drops in wireless or slow speed. This graph can help you narrow these types of issue down as only
disconnections from the Broadband network will show on here.

The graph shows data in 15 minute segments based on a RAG (Red, Amber, Green status), the
colours will indicate the following:

Red - This means the connection has had no session during that 15 minute segment

Amber - The connection has had one or more drops during the 15 minute segment

Green - This means the connection has been fully live for the 15 minute segment

@ stability v
Overall Draily Hourly
Radius Session Status Map (Last 30 days :
P vs) Information
The disconnections listed are indicative of the type of disconnection and do not indicate the cause of the disconnection X i i .
This graph shows the stability of your service. Each "cell'
W Full  Part mMNone represents a 15 minute period of the day.
Green = Full connection for 15 minutes
23:00 Yellow = Intermittent connection within that 15 minute period
2500 Red = No connection within that 15 minute period
21:00
20:00 This graph can be very useful in spofting patterns to intermittent
1g:00 connection, which is useful for identifying potential causes for
18:00 drops outs.
17:00
18:00 Please be aware that some minor intermission in connections is
Ejgg inherent to Broadband connections and so minor "Yellow' cells
= 1300 within a month should not be assumed to be a problem unless
3 12:00 YOu are experiencing issues.
I
11:00
10:00
08:00 Outcome
08:00 .
0700 * = Your session has been stable over the previous 5 days
08:00
05:00
04:00
03:00
02:00
01:00
00:00
H H 3 H 3 H 3 H H 3 o 3 o @ o
= = = = = = = = = [=] [=] [=} [=] [=] [=]
e ¢ § & & & & 8 & 4+ & @ o o4
Date

Q) start Diagnostics



Speed

This tab can simply be used to run a speed test on your customers line. When you initially open the
tool, this tab will be grey indicating that the test has not actually be run yet - in order to run the
speed test simply click on the tab and the test will begin automatically (please be aware this can
take up to 30 seconds to produce results for you).

€D speed v

Line Details

Downstream: 73483
Upstream: 18280
ERAS Profile: TR101
Sync Rate 5918

Sync Rate Timestamp: OB/06/2019 034314

Performance

This panel allows you as a user to monitor your service with us and get a view of its performance
over a specified time period. We will have the data from your service since the day it was activated
with us and you will be able to filter by a specified time range of your choice, as well as being able to
specify the ‘duration’ length you would like the graph to cover. When reviewing this tab you will be
able to identify any performance issues on your customers line by reviewing the statistics on RTT
(Round trip-time) and packet loss.



O Performance hd

Show circuit performance OR/082012 | fifh | 08:20 | (6] a-
arourd:
Duration: 3 hours v
" Submit
100ms o
75ms -25%
g Avg RTT
E S0ms -5E A - Min RTT
"E Max RTT
Packet Loss
25ms 7oK
m: 1008
06:00 0&:30 0700 07:30 0E:00 0&:30

As you can see in the screenshot above, the different indicators on the graph are colour co-ordinated
so you can easily distinguish between the information. For specific figures, you can simply hover
your mouse over the area of the graph you are looking at and specific information will be displayed,
for example in the screenshot below the user has been able to identify 20% packet loss on the line at
this specific point.



o Performance v

Show circuit performance 08/082012 | i} [ 08:20 | (0] Q
around:
Duration: 3 hours L
+" Submit
100ms 03

Monday, Sap 5, 08:21
Avg RTT: 18.8475ms
# Min RTT. 18.55ms
75ms Max RTT: 19.3ms % -25%
Packet Loss: —209%

&
z Awg RTT
£ soms 50% B e MinRTT
2 Max RTT
Packet Loss
25ms 7o
m 1005
06-00 06:20 07:00 07:30 08-00 08:30

End User Checks

If you have reviewed all the available information on the health check and you feel there isn’t
anything else you can do there, the next step of the diagnostics journey is to run through some of the
end user checks. For any fault you raise into Gamma, we will always recommend that you have
completed all of the first line checks which are listed in this page.



End User Checks

Physical Line Check

With a telephone handset plugged into the test socket, is it possible to make a successful call? Not Complated

Router Power Cycle

Have you tumed the customer router off and back on again? Not Completed v

Router NTES Test Socket Check
With the router plugged directly into the NTES test socket, is it possible to establish a working Not Complated v

broadband connection?

Broadband Filter Change

With a new filter attached to the socket, is it possible to establish a working broadband connection? Not Completed v

Issue Type

Please confirm the type of issue being experienced: Performance Issue v

Run Speed Check

Run the speed test on gamma speed test with just one device connected. Have the speed test results Not Completed v ﬁ
improved with this setup?

Banded Profile Check

Does the line have a banded profile? Not Complated .

Fault Notes

®

You will notice in the testing details panel at the top of the poge that the end user image will turn
Green or Amber at certain points, this is purely a visual representation of the responses you have
put into our end user check questions in the journey. Essentially if the image is showing as Amber,
this means you have entered that all the end user checks have not been conducted, the reason we
mark it amber is that we suggest you do so (meaning for beginner users, it’s a clear representation
that there is possibly more they can do before raising the fault into us).

Supplier Diagnostics

Once you have been through the health check/End user checks and acted accordingly, the next step
is just to answer a few basic questions and confirm whether or not you would like to run an intrusive
line (KBD) test.



Supplier Diagnostics hep

Please select the type of problem being experienced: * [ Sync Issue v o
Is the problem you are experiencing permanent or intermittent? [ Permanent v ] o
Please select the damaged equipment: * Customer Modem/Router A ] o

Fault Notes: test

# * | accept that continuing will trigger an intrusive diagnostic check which will impact the end user's connection for the duration of the test

Once you are done here, you can hit the continue button and then a KBD check will be run in the
background for you (this can take a couple of minutes to process).

KBD results page

Once this page has loaded you will be presented with all the information you can consume from a
KBD check. When Gamma run diagnostics within BT’s systems we use a KBD check to complete
diagnostics and identify any obvious issues within the customers/BTs network before deciding on
whether an engineer is required (so now as a user you have access to the same tool we would use
internally). It is worth noting at this point that unless a KBD check has been run, BT will not allow
any fault to be raised directly to them. Please also be aware that for copper based services, the KBD
check is intrusive and service affecting meaning you will see your service drop for approximately 5
minutes, however this is not impacting for fibre services.

As you can see in the screenshot below, when we run a KBD check, BT will provide us with a RAG
based response which will show you as a user if there is an issue on BT’s network, this response will
be easily visible on the ‘BTW’ image in the testing details panel as shown in the screenshot below.



Broadband Fault Process
Diagnostic Results

Service ID: 185823

CLI:

Customer Name:

Post Code:

Eroadband Product: FTTC B0:20

Tests Pass
Mo fault has been found with the Breadband semvice, please click continue to complete further checks.

€ Sack &) Download + Resolve Fault

On this page, you will also be able to see a full breakdown of the KBD results which have been
returned from the check and you will also be given the ability to download the file itself for your own
personal use.



" Back El Download " Resolvs Fault

Status: n Service

Decision Data

I0: WF507
Message Status
Problem: Mo i5sues have been identified in the BTW natwork. Owverall RAG Status: G
Resaolution: HBD tests indicate no BTW natwork fault. Please perform all BTW Status: G
CP and End User chacks. BTW Performance/Speed test has
not Deen run.

Additional Information

Circuit Service Status: The current circuit senvice status is IN SERVICE
DLM Info
Service Option: MIA Indicative Line Quality: MNiA Indicative Line Rate: QIIEY
Capped Or Banded Profile Sate Adaptive SNR Reset:
Info:

Consistency Check Test Results

Radius Details

Additional Inventory Details

IP Test Results

Manage Associate Test Results

GEA Service Test

Please see below a list of some of the various values you will see returned in a KBD check for both
fibre and copper circuits, with information on how to interpret them:



Fibre Results

Decision

Consistent Check
Test Results

Your sync speed should match the with profile, or BRASMSAN, speed.
This is useful for performance issues. If this is a “Pass” then it is OK,
though any mismatches could cause drops in connection and speed
issues.

Radius Details

This checks for successful log in’s, including the login ID. It also shows
any rejections with the user name and password (authentication/PPP
details). This also shows you the dates and times of when a user was
logged in and how long the session has been live for, as well as how
much data the connection has received and sent.

Additional
Inventory Details

IP Test Results

This shows you how many packets are being sent and received on the
connection, as well as any packet drops.

Manage Associate
Test Results

This checks the BT Wholesale network for any potential issues, such as
outages. If there is an issue this will display a message from BT
Wholesale.

Copper Results

Decision

Status Check Results

This shows the line stats, such as Loop Loss, SNR Margin, Errored
Seconds, HEC Errors, Cell Count, maximum stable rate, fault
threshold rate, mean time between retrains and mean time between
errors.

Copper Line Test
Results

This lets you know if the line is OK and within limits. This will show
you if an appointment is required and also lets you know the distance
between the exchange and the NTE.




Consistency Check
Test Results

Your sync speed should match the with the profile, or BRASMSAN,
speed. This is useful for performance issues. If this is a “Pass” then it
is OK, though any mismatches could cause drops in connection and
speed issues.

Access Profile Results

This shows you the change of the profile of the line by the DLM over a
period of time.

Radius Details

This checks for successful log in’s, including the login ID. It also shows
any rejections with the user name and password (authentication/PPP
details). This also shows you the dates and times of when a user was
logged in and how long the session has been live for, as well as how
much data the connection has received and sent.

Additional Inventory
Details

IP Test Results

This shows you how many packets are being sent and received on the
connection, as well as any packet drops.

Manager Associate
Test Results

This checks the BT Wholesale network for any potential issues, such as
outages. If there is an issue this will display a message from BT
Wholesale.

DP Neighbouring
Data

If available this will give you some information on similar lines near
your customer’s. Does not always return information and will never
display information that you can use to identify the line.

Access Details

This shows you an analysis of the lines performance over the last 14
days.

Fault Submission

Once you reviewed the results of the KBD check, if you have not been able to diagnose/identify the
cause of the issue and resolve it yourself, you are presented with the fault submission page, this
page is where you can request to raise a fault into Gamma. On here you will be asked to enter some
basic information such as contact details from your perspective as well as a site contact, in case it is
needed further down the line (for engineer appointments etc.).




Submit Fault Help

Fault Typs: * Prcfar:

Book Earllsat Avallable 2ppointment? “

Slte Hazard Dwetalla: *

Site Accese Avallability:

&lte Contact Firet Hame: *

Site Contact Surnams: *

Site Contact Phons: *

Razallar Contact Mama: *

Razallar Contact Phone: 01817202179

Razallar Contact Emall: * Wi

Racalve Automated Emall Updates?

Has the earvice ever worked?

Hava thare been any recent changes or orders?

Allow disruptive teata?

I there 24 hour access to the alte?

Has the end user squipment bean disconnacted?

Fault Motea: st

By clicking 'Submif’ and raising this faull you sooept that the informafion provided is accurste and the relevant end user checks are complele.

The fawlt ey need (o be logged with cur supplier and as 2 result an enginser visit may be required. i this is the cose and the faull is faund to be in the end user premises you will be lable for any resalling
charges.

* | confirm and accepd the above stalement

£ Back L Sove Fou + Submit

Once you have hit submit, you will be presented with a support call reference which you can use to
view your fault on the Gamma portal through the View my support call function.



REIN and SHINE

What is REIN & SHINE?

Repetitive Electrical Impulse Noise (REIN) and Single Isolated Impulse Noise (SHINE) is
interference found on an ADSL connection and is caused by electrical impulses from such electrical
items as a faulty power supply which can result in line errors, slow speed and even disconnections.
Usually, power sources and an ADSL connection can co-inside happily. SHINE happens in a burst
(i.e. when a device is switched off), whereas REIN is constant throughout a devices usage.

Whilst all electrical equipment will generate some “noise”, it should comply with the
Electromagnetic Compatibility (EMC) directives, thus avoiding disturbance by radio and
telecommunications equipment, though some equipment may be old, foreign or faulty.

How do | look for a REIN or SHINE fault?

Diagnosing REIN or SHINE faults can be complicated. It is the End User who would diagnose these
faults and it is simply a process of elimination. You should get an AM/MW radio and set it to 612KHz.
If you place the radio next to your modem/router, you'll hear the ADSL signal. If you then place the
radio next to another power source, such as an LCD monitor, you’ll hear a distinct sound and such
fade out as you move it away. By using the radio, you may be able to see where the noise is coming
from, and switch off that power source and then retest your ADSL connection.

Not all noise you may hear will affect your ADSL connection, this is just to help you find the potential
cause.

If you are unable to find the cause within the site of the ADSL connection, it could be further afield,
such as a neighbours equipment, or something along the route of the ADSL connection from the
exchange, such as roadworks or a faulty streetlight. If the source is external, then you should call
into the service desk who will then be able to assist you further.

Please note:



REIN and SHINE faults can be complicated and can take months to resolve. In extreme cases, the
cause cannot be eliminated.

Typical REIN and SHINE Causes

e Faulty Power Adapters

e Christmas tree lights

e Thermostats (central heating etc)

e Railway cables

e Electric fences / motors

Street lighting

Laptops / TVs / Set top boxes for Sky, Virgin, Freeview etc.

Roadworks

Florescent lights

Please see below for some example pictures for RIEN & SHINE
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How can | help fix a REIN problem?

If you suspect that you have a REIN fault, you still need to do standard fault diagnostics. BT
Openreach will only escalate a suspect REIN fault to their specialist REIN engineers once standard
fault finding (including their normal engineers) have run tests and tried to avoid REIN.

It’s also important to note that once the initial engineer is satisfied that everything has been done to
avoid REIN and whatever is causing the fault is not on BTs network is when the REIN engineer will
be assigned. Therefore this is not subject to a normal BT service level agreement and the BT REIN
engineer maybe take a couple of weeks to attend the site. You may also be charged for this visit as
the REIN is likely caused by an appliance or configuration at your site.

You can see if the problem is attributed to REIN yourself, and sometimes even track it down. You
should make a log of the dates and times the internet goes down (you’ll be able to see this using our
Fault Diagnostics tool). If there is a pattern, such as the internet goes down between 9am and 5pm
the interference must be by an electrical appliance that is active within that time frame. Try
unplugging different electric items near the telephone line or the router from the mains supply and
see if this resolves the issue. Remember when doing this it could take up to 2 minutes before you see



if it works.

If the cause of REIN is offsite then REIN engineers can ask the owner of the kit to turn it off but the
owner is not obliged to do so.

Fibre to the Premises

With the introduction of FTTP, Openreach now use ONT (Optical Network Termination) boxes. The
ONT is the device that is used to terminate the fibre cable into the property, then connecting into
the users CPE. Moving forwards, Openreach will install a version of the ONT that contains one data
port and one voice port. This is after they disregarded the original models that came with 4 data
ports and two voice ports. These legacy ONT devices will still be seen in some cases from their
original installation.

The below diagram shows the external casing of the ONT followed by an internal view showing the
ONT along with the Battery Back Up.
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The below diagram shows the ports of both the ONT and the BBU.



POWER port Telephony ~ Ethernet Ports for DC power
(for power from port port connection input
BBU) between
ONT and
BEU

Below is a diagram to physically show how the ONT fits into these new circuit types



------------------------------------------------------

Power
Utilising a patch panel to manage data r n l_ ‘ Home wiring - patch panel
and voice distribution around the home. |3 lo G
Voice Cable |
e Data Cable )

| ewewwm
[ s

C5P: Customer Splice Point
ONT: Optical Network Termination
BBU: Battery Backup Unit

Note - The ONT in the diagram shows the standard 1+1 (1 Data + 1 Voice) ports that
Openreach will be using. Please be aware that some legacy 4+2 ONTs will still be in use.

Although the ONT is owned and maintained by Openreach, you can find below some information on
diagnosing faults with the device to either confirm or rule it out of your checks if an issue is present
with your FTTP circuit.



Indicator Description

g_eggreacal:&
Table 1 Indicator status description 1 of the ONT
Indicator | Status Description
on The connection between the TEL port and the voice
server has been set up.
Blinks twice a | The voice service of the TEL port is established and is
TEL1 second in the off-hook or ringing state.
E-!riggseggﬁ{?s The voice service of the TEL port is registering.
Off The voice service is not enabled on the TEL port.
On The Ethernet connection is in the normal state.
PORT1 Blinking Diata is being transmitted on the Ethernet port.
Off The Ethernet connection is not set up.
LOS/PON| See Table 2.
Green The terminal is powered on.
POWER | Orange The backup battery is supplying power.
Off The power supply is cut off.

Table 2 Indicator status description 2 of the ONT

g Status Description
No. ["PON | LOS P
= The GPON terminal is not connected to optical fibers
1 Off On or does not receive optical signals.
= The receive optical power of the GPON terminal is
lower than the receiver sensitivity.
_— The GPON terminal attempts to set up a connection
2 Blinking | Off with its upper-layer device.
A connection is set up between the GPON terminal and
3 On off its upper-layer device.
4 Off Off The ONT is disabled by the OLT.
- N The ONT is prohibited by the upper-layer device or
0 Binking | Blinking blinks abnormally, contact the service provider for help.




Indicator Description

ETATUS FALLT CHARGING

Table 3 Indicator status description of the BBU

Indicator | Status Description

Steady green | The mains supply is working (using the power adapter).
STATUS yg : pw_ g (using the p pter)

Off The mains supply is cut.

Steady red The batteries need to be replaced or are not installed.
FAULT off . The batteries have low capacities.

= Mo alarm is generated.

CHARG | Steady orange | The batteries are being charged.

= The batteries are being discharged.

ING Off = The batteries are fully charged or fully discharged.
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DSL and IP Throughput Rates

WBC

DSL Rate

Throughput

0 to 288kbps

50kbps to 250kbps

288kbps to 576kbps

100kbps to 500kbps

576kbps to 1152kbps

200kbps to 1000kbps

1152kbps to 2272kbps 400kbps to 2000kbps
2272kbps to 8128kbps 1000kbps to 7150kbps
8128kbps to 24384kbps | 2000kbps to 21000kbps

WBC Premium Variants

ADSL Sync speed

Throughput

0 to 288kbps

100kbps to 250kbps

288kbps to 576kbps

100kbps to 500kbps

576kbps to 1152kbps

400kbps to 1000kbps

1152kbps to 2272kbps 800kbps to 2000kbps
2272kbps to 8128kbps 1200kbps to 7150kbps
8128kbps to 24384kbps | 4000kbps to 21000kbps




Configure a routed IP on your router

Routed IP addresses are not provided as standard as they are only required in certain
circumstances.

For more information on IP addressing please click here.

Step 1
Open your browser and access the routers web interface.

If your router is supplied by Gamma, you can follow these steps:

Enter 192.168.1.1 to the address bar

Input the admin logon details

Default username = Administrator

Default password = XXXXXXXX-Admin or GREF-Admin



Step 2

Click on ‘Setup my Technicolor Gateway’, then click ‘Next’

Technicolor TG582n

® Administrator

Technicolor Gateway

Information
Configuration

Event Logs

Step 3

Home = Technicolor Gateway

» Information
Product Name:
Serial Number:

Software Release:

» Configuration
Service Name:

Date & Time:

Pick a task...
. Setup my Technicolor Gateway

. Restart my Technicolor Gateway
. Reset my Technicolor Gateway
@ view event logs

. Check connectivity to the Internet

Technicolor Gateway

TG582n
CP1133VFORP
8.4.4.1

Routed PPPoA on 038 (medified by user)
Sat, 01-Jan-2000 00:49:284+00:00

technicolor

For ADSL connections: Select ‘ADSL (Expert)’ and click ‘Next’.

For FTTC/SoGea/FTTP connections: Select ‘Eth WAN (Expert)’ and click ‘Next’.




Service Selection

You need to select the service you want to connect to. @

Select the service of your DSL account. Click Next to continue.

Select a service:

Eth WAN (Standard) |
Eth WAN (Expert

Description of selected service:

DESCRIPTICHN UE Custom Routed PFPP
connection (Public Subnet config etc)
REGION UK

FROVIDER Bl11

< Back | Mext » | Cancel

Step 4

Enter the username / password for the broadband circuit (available on Broadband Service
Management via the Gamma Portal).



Access Control
Flease specify a Username and Password to prevent
unautharized access to the Thomson Gateway management

interface.
User Name I.\'—".dmlnlstratc:r
Enter a user name.
Password I

Enter a password.

Confirm Password I
Re-enter the password.

MOTE: The password defaults are no password, we strongly recommend setting
one to protect yvour router

< Back | Mext > | Cancel

Step 5

Leave the WAN - VLAN parameters as they are defined in the text boxes and click “Next”.



| Technicolor TG582m:

e 1000138/ /cgifwizard/Tbe=08&I0=-181=-1

Router Type
Flease select the type of connection yvour require.

= a;
Public - Single IP NAT
@ Independent Router IF

Addressing
Scheme ) Inclusive Router IP

Specify the appropriate option for your ISP connection

Mote:

Single Public IP
Standard connection with one Public IF Address.

Independent Router IP
Fublic Subnet with a Router IF Address not in the same Subnet.

Inclusive Router IP
FPublic Subnet with a Router IF Address in the same Subnet.

Step 6

Again leave these text boxes with the data that is already in them on the UpStream QoS screen.



4] Technicolor TG582n: 1121VF481 - Mozilla Firefos

e 10.0.0.138/cgifwizard/7be=0&I0=-18M1=-1

Router Addressing
Enter the Router IF address information.

Routed IP Address End

88.215.14.182

Mate: Add this a=s the default gateway on any static PC
clients.

255.255.255.248

Enter the subnet mask.

Router IP address

Subnet Mask

Mote:

If vou have chosen the Single Public IP option this will be the LAN Router address
used in conjunction with the DHCP range on the following page.

For Public Subnet configurations you will need to input the details provided by vour
ISP,

[ < Back ” Mext = ” Cancel ]

Step 7

Select ‘Independent Router IP’.



(@) Technicolor TG582n: 1121VFA81 - Moxzilla Firefa

e 10.0.0.138/cgi/wizard/Tbe=08&I0=-181=-1

Router Type
Flease select the type of connection yvour require.

= a;
Public - Single IP NAT
@ Independent Router IF

Addressing
Scheme ) Inclusive Router IP

Specify the appropriate option for your ISP connection

Mote:

Single Public IP
Standard connection with one Public IF Address.

Independent Router IP
Fublic Subnet with a Router IF Address not in the same Subnet.

Inclusive Router IP
FPublic Subnet with a Router IF Address in the same Subnet.

Step 8

Input the details you entered on Step 1.



Access Control
Flease specify a Username and Password to prevent
unautharized access to the Thomson Gateway management

interface.
User Name IAdmlmstratc:r
Enter a user name.
Password I

Enter a password.

Confirm Password I
Re-enter the password.

MOTE: The password defaults are no password, we strongly recommend setting
one to protect yvour router

< Back | Mext > | Cancel

Step 9

Ensure you input the correct subnet mask that was provided with your routed IP request. The Router
IP should be the end routed IP address, and not any other.



4] Technicolor TG582n: 1121VF481 - Mozilla Firefos

e 10.0.0.138/cgifwizard/7be=0&I0=-18M1=-1

Router Addressing
Enter the Router IF address information.

Routed IP Address End

88.215.14.182

Mate: Add this a=s the default gateway on any static PC
clients.

255.255.255.248

Enter the subnet mask.

Router IP address

Subnet Mask

Mote:

If vou have chosen the Single Public IP option this will be the LAN Router address
used in conjunction with the DHCP range on the following page.

For Public Subnet configurations you will need to input the details provided by vour
ISP,

[ < Back ” Mext = ” Cancel ]

Step 10

Ensure DHCP is unchecked.



@ Technicolor TG582n: 1121VF481 - Mozilla Firefo

e 10.0.0.138/cgifwizard/7be=0&I0=-18M1=-1

Address Management
Address information for use on your local network

Enable DHCF
Allocate IP addresses locally using DHCFP?

Enter First DHCP 192.168.164
Address First Available DHCP IP Address

Enter Last DHCP 192.168.1.253
Address Last available DHCFP IP Address

Mote:

If Single Public IF was =selected make, sure the IP Address range matches the
subnet from previous page.

Step 11

The remainder of the settings can be configured as you see fit.



(@) Technicolor TG582n: 1121VF481 - Mogzilla Firefox |- =] .

e 1000138/ cgifwizard/Tbe=08&I0=-181=-1

Firewall Management
Firewall Protection for Public IF devices

&

Enable Firewall
Use the Gateway firewall to protect the Public Addres=es

protection

MNote:

All computers connected to the Gateway with a private IF address will =till be
protected by the firewall and NAT.

This Page can be ignored if you have chosen Single FPublic IP.

[ < Back ” Mext = H Cancel ]

DNS based Vulnerabilities and DDOS Attacks

Open DNS relays and related malware are threats to local and remote users of the Internet, and
typically employed to overload network resources by issuing multiple DNS requests which are then
amplified by the systems responding. A useful explanation can be found here.

Users can check for open relays/resolvers on their systems by employing the checks detailed here.

In addition to the open-relay vulnerability similar attacks utilising DNS can also be launched by
malware resident on the local system. Customers should employ virus and malware checking on all


https://www.cartika.com/blog/online-security-basics-dns-amplification-attacks-explained/
http://openresolverproject.org/

their systems and ensure that this is fully up to date.

IP Addresses

WAN IP Address

Gamma provides a single fixed IP address on all connections, free of charge.

Routed IP Address / Non-NAT Configurations

Where the end customer does not want to use NAT and needs to assign public IP addresses to
machines on their LAN, Gamma will provide the following routed IP subnets:

Subnet size | Useable IPs

4 2
8 6
16 14

Please see the Price List for charges.



Do | Need Routed IPs?

You need routed IPs if you are running a complex set up and have multiple instances of the same
service, such as multiple HTTPS servers or you have other network services that do not support
being configured behind a NATed router.

In this instance, NAT is disabled on the router and a range of External IP addresses are assigned to
the LAN side of the router (usually a range of 4 with 2 usable or a range of 8 with 6 usable). This
then allows you to assign these externally accessible IP addresses to the devices on the network.
However you will need to ensure that you have enough IP addresses for each device you wish to
connect.

The WAN IP address is assigned to the WAN/ADSL port on the Customers router.

How do | configure the connection without routed IPs?

The router can be configured using NAT with local IP addresses (for example 10.0.0.0/8,
172.16.0.0/12 or 192.168.0.0/16 ) assigned to the network devices on the LAN side.

If you are running services that need to be externally accessible port forwarding can then be used.
Port forwarding allows you to forward traffic though for specific ports to individual devices on the
local network for example SMTP onto a mail server or SIP traffic to a PBX.

DSL Credentials

DSL credentials are also known as PPP Credentials, please see below for more information
regarding these.



Gamma DSL Realms

All new orders are provisioning on @b2bdsl.

Services migrated in from the old third party network will be on @business-dsl.co.uk

Finding User Credentials

User credentials can be found in the Broadband Service Management page of the Gamma Portal.

Once you have logged on to the portal go to Data Services-> Broadband -> Broadband Service
Management. Using the filters find the subscriber you are looking for:

Broadband Service Management

Partner Account:

cLE: q Service ID:

Service Status: Ay} v Broadband Category: (Any)

Customer Name: Site Postcode:

IP Address: CPE Username:

Records Per Page: User default (10) r Max results returned: User default (100)

-y ..

Showing 1 to 10 of 100

Service ID Channel Partner Broadband Product Service Status cu

144610 Gamma Unlimited Business 2+ =D D1€ M1

Click on the Service ID, far left of the table as shown above, and you will be taken to a screen that
shows all the service details for that subscriber. This includes the DSL credentials needed to

configure the customer’s service.



Broadband Service Details

Basic Service Details

Service ID: i}

CLI: 0167 =

Broadband Product: Gamma Unlimited Business 2+
Service Status: [ Active |

Session Status: | Offiing |

Product Details

Care Level: Standard Care

Router Model: Supplied By Customer

DSL Password:

0SLUsomame: o ———

WAN IP Address: 188 ... 7

Connecting to the SMTP Relay

This is a closed service only available to Gamma NextGen Broadband customers. This is a relay
service only and Gamma takes no responsibility for email content filtering or other regulatory
compliance e.g. logging of message traffic.

Gamma’s SMTP relay can be found at smtprelay.business-access.co.uk. No other credentials are
required.


file://gammatelecom.com/Group/CustomerOperations/Steph%20Daniels/Template%20Updates/smtprelay.business-access.co.uk

Bulk Mailing

Gamma’s SMTP Relay does not support bulk mailing. Bulk mailing is defined as:

E-mails with more than 120 recipients per email

Sending E-mails at a rate of over 10 emails per minute

Other Restrictions

Gamma’s SMTP Relay will not process E-mails that are larger than 28 Mega Bytes (MB) in size.

Potential Error Messages

Relaying denied - Not a recognised IP address.

Relaying denied by ISP - We have specifically blocked this user. Their may be an active ticket
regarding it.

Admin Prob - Max recipients reached, as above.



Rate Limit exceeded - Limit above reached.

Size too big - As above, for the email and it’s attachments.

Please note:

We explicitly reserve the right to change the rules governing the SMTP relay service at any
time with or without prior notice.

Gamma’s DNS servers are

Primary: 88.215.61.255

Secondary: 88.215.63.255

Suspend and Resume

Purpose

This functionality allows you to stop a subscribers’ service from working without having to cease the
line. Suspending a user simply removes them from our RADIUS disabling their service. The service
can be resumed (using the same credentials and IP addresses) by simply reinstating them on the



RADIUS.

Suspending or Resuming a Service

Step 1

To Suspend / Resume services you can do this from the Service Management screen, identifying the
circuit you want to suspend and then using the Actions menu select “Suspend Service”.

Broadband Service Management

Account
cLl
Service Status

Records Per Page

Gamma Telecom - 44000002

(Any)

10

Service Id
Broadband Category (Any)
Max resulis returned 100

Customer
Name

Street Postcode CPE Username

Showing 110 10 of 33

Account
Name
gapggy  Camma
Telecom
gops  3Mma
Telecom
gorsy  camma
Telecom
srRay  3MMa
Telecom
goagy ~ camma
Telecom
o1y 3amma
Telecom
50067 Gamma
Telecom
. Gamma

Input jspalserviceld=83642

Gamma
Converged 2+

Gamma Fibre
Home Worker

Gamma Fibre
Home Worker

Gamma Home
Waorker WBC

Gamma Home
Worker WBC

Gamma Home
Waorker WBC

Gamma Fibre
Home Worker

Gamma Home

01954252580

01514201308

0142082100

01883624487

01617077407

01614423401

01612320212

01253780066

= Actions ~
(

Disconnect Service

| Fault Diagnostics

[ Line Profile Summary

| Ping IP Address

. Regrade Service

| Request Cease
Request MAC
Suspend Service

| Usage Report Suspend

View

Actions ~

Aclions ~



Step 2

To Suspend / Resume services you can do this from the Service Management screen, identifying the
circuit you want to suspend and then using the Actions menu select “Suspend Service”, or if an
account is already suspended you’ll be able to select “Resume Service”.

Suspend Service

Basic Service Details Suspend Service

Do you wish to suspend this Service?

ServicelD

CPE Username: sl
oL € Back [ AT
Broadband Product: Gamma Converged 2+

Please note: to find users who have been suspended, use the ‘Status’ filter when searching in the
‘Service Management’ page.


http://knowledgebase.gamma-portal.com/display/NGEN/Service+Management

Broadband Service Management

Account Gamma Telecom - 44000002 v

cu Service Id

Service Status Suspended v Broadband Category (Any) v
Records Per Page 10 v Max results returned 100 v

Showing 1 to 10 of 33

I'.:‘.:Iervice ::':::m g:z:z:?"d gfﬂ':j:e CLI ('j::t:;mer Street Town Postcode CPE Username g:;:'::; Actions

CEIE Y
e S e 3
SN emebee T
w3
T v, €
E Rl
o U v D
mis S ey D : .

Signing Up to Push Reports

Please use the below guide to help you set up push reports.

Step 1

Login to the Gamma Portal and hover over the ‘Reporting’ tab which will present a drop down list.
From this list select reporting then push reporting.



s SILLING - HELP & SUPPORT

Reporting * PushReporting

Broadband *  Notifications

Provisioning *
T a products have Knowledge Bas
-ase click on one to be taken to the relevant page.

Step 2

The next page shown will allow you to select the reports that you want and will also allow you to
select the frequency daily, weekly or monthly. Once you have selected these please press the update

subscription button.

Push Reporting

The selections you make here determine the reports you will receive to your Portal account email address. You can select as many or as few reports as you wish and by a frequency of your choice. For more Traffic Monitoring reports p

set. If you need to check or change your Portal email address, please click here.

Reports

Show: 200 v entries

p——

Showing 1 to 19 of 19 entries

I Update Subscriptions I

Report Name Category: Daily Weekly Monthly
Customers And Mailboxes Billing & Management Reports ] (] (]
Diata Services - Broadband 100 Percent usage Billing & Management Reports @ n'a n'a
Data Services - Broadband 60 Percent usage: Biling & Management Reporis (] n'a n'a
Data Senvices - Broadband 80 Percent usage Billing & Management Reports @ nia n'a
Gamma SIP Trunks No Bandwidth Billing & Management Reports na o nia
Mcbile Contract Renewal Billing & Management Reports n'a n'a [m]
Mew Provide Orders Biling & Management Reporis (] (] (]
MNew Provide Orders In Service Training Period Billing & Management Reports @ (] (W]
WLR Direct Dialled CDRs Billing & Management Reports =) nfa nia
Combined CPS,IDA and NTS CPS Provisicning Reports @ (W] n'a
CPS Ceases CPS Provisicning Reports (] (] n'a
CPS Rejecticns CPS Provisioning Reports @ (W] n'a
Featureline Tracker CPS Provisioning Reports a (W] nia
Good CPS and DA Orders CPS Provisicning Reports @ (W] n'a
IDA Ceases CPS Provisicning Reports (W] O n'a
DA Report CPS Provisioning Reports ] o nia
Cther CPS Status Changes CPS Provisioning Reports a o n'a
|IDA Provisioning Alerts NTS Provisicning Report @ (W] n'a
NTS Provisicning Alerts NTS Provisicning Report (W] O n'a

Showing 1 to 19 of 19 entries



Usage Report

If you're wanting to see what a service is using data wise, you can do this using our Usage Report
from the Service Management screen.

Step 1
Once you're in the Service Management screen, using the Actions drop down select “Usage Report”.

Broadband Service Management

Account Gamma Telecom - 44000002 -
cu Senvice Id

service Status (Any) - Broadband Category (any) -
Records Per Page 200 A Max results returned 1000 v

L Download - Showing 110 33 of 33

Account  Broadband SEETViCeE: Customer

5 o | io
Name Product — treet Posicode CPE Username Actions
AI547 Gamma Gamma [ active | PP — . N — - PP PP — se - = Actions -
Telecom — Converged 2+ — LAl
P Gamma Gamma Fibre — | Disconnect Service
Telecom  Home Worker Fault Diagnostics
Line Profile Summary
- Gamma Gamma Fiore X
Vol e =3 | Fing IF Address
Regrade Service
- Gamma Gamma Home =1 i C
6764 equest Cease
7641 Telecom Woarker WBC == | i
Request MAC
Gamma Gamma Home
60330 N =m
Telecom  Worker WBC N -
Wiew [UsageR
- Gamma Garmma Home — -
- Gamma Gamma Flore — X
DO&T = Artions ~
e Telecom  Home Worker = i

aftype=ServiceSisericeld=83642

Step 2



Select the start date and end date and whether you want to display the data broken down by each
day or by each month. Click “Query” and then this will display the Upload, Download and Total data

used for that circuit.

Broadband Service Management

Account

cu

Service Slalus

Records Per Page

% Download -

Account

Name

Gamma Telecom - 44000002

(Any)

200

Broadband
Product

Service id
Broadband Category (Any) v
Max results returned 1000 v

Showing 110 33 of 33

Customer

Name Actions

60330

60153

60067

Gamma
Telecom

Gamma
Telecom

Gamma
Telecom

Gamma
Telecom

Gamma
Telecom

Gamma
Telecom

Gamma
Telecom

Gamma
Converged 2+

Gamma Fibre
Home Worksr

Gamma Fibre
Home Worker

Gamma Home
Worker WBC

Gamma Home
Waorker WBC

Gamma Home
Worker WBC

Gamma Flbre
Home Worker

aftype=ServiceBserviceld=83642

Incident Status

Disconnect Service
| Fault Diagnostics
Line Profile Summary
Ping IP Address
Regrade Service

Request Cease
Request MAC

View [Useeek

= Actions ~

Within this screen, you can check to see if there are any BT incidents (Major Service Failures,
Planned Engineering Works etc), Gamma Broadband alerts, or any support calls linked to a service.

BT Network Incident Check



This table will alert you to any known outages or planned engineering works which the service is
linked to. If any issues are identified, you can find further information from here.

To find the further information, click on the number of either Major Service Failures, Planned
Engineering works or BTW Trouble Tickets (highlighted in below screenshot)

BT Network Incident Check

BT Network Incident Checks

Senvice Linked to Major Service Failure? No [~] This Senvice is Iinkedlmﬁuor Senvice Failures.
Senvice Linked to Planned Engineering Work? No @ This Senvice is Imkedlﬂ’lanned Engineering Works.
Senice Linked to BTW Trouble Ticket? Yes [x] This Senvice is IinkeleW Trouble Tickets

Gamma Broadband Alerts Check

This table will show you if there are any known Gamma Broadband alerts which have been raised in
the last 7 days.

To find further information for any Gamma Broadband Alerts, click on the number of alerts as
highlighted in the image below:

Gamma Broadband Alerts Check

Gamma Network Incident Check

There arf 0 §amma Broadband Alerts raised in the last 7 days.

Bamma Broadvand Aleis raised i the (a3t Tidays Hg @ Note: The presence of a Gamma Broadband Alert does MOT imply this Service is affected - please refer to the alerts details to
assess if this Service could be affected by it

Gamma Support Call

This table will show you the fault history of the circuit, including any service requests. You can get
more information for open support calls against the service, previous service requests (30 day limit)
and previous fault support calls.



To find this further information, click on the number of of support calls or service requests as
highlighted in the image below.

Gamma Support Call

Please note that Gamma support calls listed below only show those that were raised via the portal and those that you have called through to the support teams may not be listed below.

Support Calls

Are there any open support calls against this Service? This test checks for any
open support calls in ITSM for the Service, which might be of use for diagnosing | Yes [ %] There arpen support calls against this Senvice.
the fault

Are there any previous service requests againstthis Service in the past 30 days?
This test checks for any previous senvice requests in ITSM for the Service, which | Mo @ There arrevlous senvice requests againstthis Service in the past 30 days.
might be of use for diagnosing the fault

Are there any previous fault support calls againstthis Service? This test checks
for any previous fault support calls in ITSM for the Service, which might be of use | Yes 9 There arreviﬂus fault support calls against this Senice
for diagnosing the fault

Network Overview

Gamma’s Next Generation Network provides the benefit of both the latest ADSL technologies, such
as Annex 2+, FTTC, SoGea and FTTP, the coverage provide by BT’s IPStream network. The N+1
resilient design of the network ensures the level of service businesses would expect from their ISP.
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Feedback

Name | Service Development

Email | portalfeedback@gamma.co.uk
Phone | 0333 240 7771
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